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E
nvironmental, social and governance (ESG) risk is now a growing 
concern for businesses and their executives.

As companies come under increasing scrutiny and pressure 
from their shareholders, clients and activists to meet a fast-growing 
environmental agenda, the potential for securities class action lawsuits 

is also heightened.
The other major exposure that has come into sharp focus is cyber liability, as 

ransomware attacks and social engineering fraud have escalated in both frequency 
and severity over the past 12 months; more than one-third of respondents to 
Allianz’s risk barometer survey cited it as the most important business risk in 2023.

In addition, biometric data hacking has been on the rise as criminals have 
become ever bolder and more sophisticated in their methods.

Yet, as a whole, rates in the professional liability market have continued to 
decrease for consecutive quarters, and some lines are down by as much as 10 to 
20% from a year ago, according to Risk Placement Services (RPS).

That is predominantly due to the influx of new market entrants over the 
past year, resulting in record capacity and intense competition, putting greater 
downward pressure on rates.

“Currently, ESG is at the forefront in terms of the biggest risks facing 
companies in the professional liability space,” said Mark Butler, vice president of 
underwriting at AmTrust EXEC. 

“ESG-related litigation has accelerated over the last few months as the matter 
comes under the increasing scrutiny of the Securities and Exchange Commission 
(SEC). The breadth of disclosures directly and indirectly linked to ESG required 
of executive management has also increased.”

Even issues that seemed peripheral in the past have taken center stage. For 
example, firms have been sued for breach of fiduciary duty relating to their social 
and environmental investment strategies as shareholders dig deeper into their 
public statements and disclosures.

As a result, a big increase in allegations of greenwashing and backtracking on 
initial agreements and promises is being made against companies. Of particular 
interest have been corporate disclosures on issues such as extreme weather and 
other environmental concerns, as well as social, diversity and inclusion matters.

GROWING CYBER RISK
The SEC has also been driving the cybersecurity agenda; its July ruling on 

mandatory cyber disclosures requires additional reporting of material threats and 
activity. The end result is that, if companies are found to be in breach of these, it 
opens the door to a host of fines or penalties, as well as class action lawsuits.

“Cyber has become such a huge 
systemic risk for clients,” said James 
Beatty, Marsh’s U.S. FINPRO practice 
leader. “All it takes is that one breach 
or network security failure for a whole 
company to be brought down.” 

The rise in cyberattacks has resulted 
in a spike in D&O claims as investors 
increasingly hold directors and 
managers to account for their decisions 
and actions. That is borne out in the fact 
that additional business interruption 
and operating costs arising from IT 
outages or service disruptions can 
materially affect a company’s stock price, 
and management may be held directly 
responsible for these economic losses.

“Cyber continues to be a growing 

SUMMARY 
• Proliferating ESG expectations, 
cyber risks and disclosure 
requirements intensify the 
scrutiny faced by corporate 
leadership.

• Despite these escalating risks, 
rates in the professional liability 
market continue to decrease due 
to new market capacity.

• Social inflation, third-party 
financing and higher claims costs 
are further complicating the 
securities class action landscape.

From botched ESG to the mishandling of biometric data, the perils that can trigger class action lawsuits are ever-changing.

“The use of technology in 
every business has increased 
the risk and exposure that 
every company faces for 
potential cyberattacks.”     
— Manny Cho, executive lines practice leader, RPS

Professional Liability Market
As ESG and 
cybersecurity threats 
rise, so too do  
D&O risks.
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concern for many companies,” said 
Manny Cho, executive lines practice 
leader at RPS. “The use of technology 
in every business has increased the 
risk and exposure that every company 
faces for potential cyberattacks.”

While biometric data usage may 
still be in its relative infancy, how 
that data is used and protected is 
fast becoming a deeper concern for 
firms. Despite the fact that it has 
been around for only 15 years, there 
have already been a large number of 
claims filed under Illinois’ Biometric 
Information Privacy Act, and as 
increasing numbers of regulations are 
brought out to protect consumer and 
employee data across the country, the 
risk is only magnified.

In terms of rates, while they 
have generally fallen in professional 
liability, particularly in excess public 
directors and officers (D&O), there 
have been some areas where they have 
held firm. These include medium to 
large private D&O and some not-
for-profit D&O business, where 
premiums are flat or 5 to 10% down 
at renewal.

“The market for D&O right now is 
as good as it has ever been,” said Beatty. 
“The days of $25 million primary limits 
may have gone, but the amount of 
excess capital available and the London 
wholesale marketplace becoming more 
robust have resulted in an increasingly 
competitive D&O market.”

CLASS ACTION LITIGATION
Class action lawsuits reached a historic 
high in 2020 before tapering off, 
largely because the courts were closed 
due to COVID-19 and the way merger 
objection claims were brought. 

But they are starting to creep 
up again this year, in line with pre-
pandemic levels, in the form of 
COVID-related and special purpose 
acquisition company litigation, as well 
as cyber and biometric data lawsuits 
— a trend that looks set to continue. 
That’s evidenced by the fact that 48 
cases were settled for a total of around 
$1.4 billion in the first half of 2022 
alone, exceeding the 10-year average, 
according to AM Best.

Added to that, social inflation 
continues to gain traction, with longer 
drawn-out legal proceedings and 
higher jury awards that translate into 
greater claims costs. Those added 
expenses are expected to be borne out 
in higher primary retentions and rates 
throughout the insurance tower in the 
coming years.

Litigation financing has also fueled 
a sharp rise in claims and defense 
costs. As a result, many insurers have 
responded by tightening their limits, 
updating terms and conditions or 
pulling cover altogether.

In response to these ever-
increasing emerging risks, companies 
need to be more rigorous in their risk 
mitigation practices. That includes 
carrying out a comprehensive 
assessment of their cyber liability 
risks, risk appetite, systems, and 
policies and procedures, in addition to 
beefing up their network security and 
privacy by putting in place controls 

such as multi-factor authentication.
“Insureds need to be tapping into 

technology, reassessing their cyber 
controls,” said Butler. “They need to 
be extremely thorough when it comes 
to assessing and selecting the right 
insurance broker that is suited to their 
specific enterprise and needs.”

Given that D&O and cyber 
policies cover different risks, it’s 

also vital for firms and individuals 
to understand exactly what each one 
will protect them against. That’s why 
having a broker who can guide them 
through the policy and its language 
is paramount. &

ALEX WRIGHT is a UK-based business 
journalist. He can be reached at 
riskletters@theinstitutes.org. 

Congratulations,  
Lucy Pilko!

We’re excited to see  
Lucy Pilko, our newly- 
appointed CEO, Americas, 
named one of  
Risk & Insurance’s  
2024 Executives to Watch.

Congratulations to Lucy  
and her fellow honorees. 
Under your leadership, 
we’re helping clients 
navigate complex times, 
mitigate risks and find  
new ways to move the  
world forward.
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